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Guest Commentary - Part Two of VB’s Three-Part “Click to Agree” Series
on Terms of Service and End User License Agreements in Major Games
and Virtual Worlds

Even in the largest online game experience, the player can always leave. This is
the primary difference between a real world economy and a “virtual economy.”
Much academic and game-design attention is focused on controlling cash flow in
games and virtual worlds. I’ll cover some of the roots of virtual currency, and
illustrate why in-game currency can only go so far in approximating a real life
economy. Along the way, we’ll take a close look at the terms of service (TOS) of a
number of well known games and virtual worlds and examine how they handle

virtual currency.

Online games and virtual worlds generally use some form of in-world currency for buying and selling
virtual goods. There are several sites that track the exchange rates and valuation of these
currencies, one of the best known is GameUSD. You can use that site for up-to-date exchange rates
for Second Life, World of Warcraft, and other virtual worlds and games (the site is mainly a portal,
but it does provide some real-time data; some the data is out-of-date).

Real money trading, (”RMT”) is available for most world and
games, even those that do not acknowledge or condone it. This
raises several questions, including what happens as the world
shrinks after the expansion - where does that money go? Is there a
responsibility to the user to continue, even if the game fails? Who
decides when and if the plug if pulled on a currency market? Do
users have a true property interest; what happens if they are
terminated - fairly or unfairly?

In most games, currency serves as a “points” system. Why is currency used in online games? The
obvious answer is that it is lifelike — sexier than points. “Points” seems like a ballgame or a pinball
machine, but in an alternate universe, “money” validates the time put in. But what value is money in
a virtual world or game? How is it like money in real life? How is it different?

Consider the base duties of a developer in an online world.
The main goal for developers is an “even playing field.”
Known bugs and cheats must be sought out through the
testing period and then ongoing monitoring. The terms of
service (TOS) for many games make explicit that a player
can be banned from the game for “cheating others” or
making use of exploits outside of the contemplated game or
virtual world experience. In The Sims Online’s TOS (from
Electronic Arts) states, “[t]hough the Game is a role-playing
game, the claim of ‘role-play’ is not an excuse to commit

any of the disruptive behavior mentioned above. For example, you may not defraud another player
because you are ‘role-playing a con man.’” Even in the many games that don’t explicitly state this,
the TOS always grant a right to ban within the sole decision of the administrative staff.

An online multiplayer game arguably has no greater duty to its users than this: outsmart cheaters,
beaters, and whiners. However, many games have seen ad hoc vigilante justice committees form to
punish those who break rules or act against their spirit. These groups, which have been around since
the early days of online MMO gaming, typically operate within the confines of the world, but not
always. In the case of Second Life, there are several pending user-driven lawsuits that arose because
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users found that they could not successfully curtail activity that fell
outside of the terms of service (and allegedly the law) using in-world
tools.

If virtual worlds have real world value, then “video game cheating”
becomes “real world theft.” On the other hand, if you are a gold farmer
using a game or virtual world to make your real world living, and you
are taking advantage of your extensive knowledge of the world to
make money as fast as possible, you may argue that actions in the
gray area of not-prohibited-but-not-authorized are just part of your

legitimate business plan, particularly if there aren’t obvious victims. See this Findlaw article for a
more detailed analysis of the ethics and practicality of this argument/philosophy.

Notably, no TOS listed below tells its user it has a duty to “prop up” the currency in its game,
although Entropia Universe claims it does back the currency (albeit not in the Terms of Service).
Below is a summary of the major MMO games and virtual worlds, and what their TOS say about the
rights of users as to currency and other virtual property, and whether there is a right to convert
currency by trades or real-world money conversion.

World/Game TOS on Currency TOS on RMT

Entropia
Universe

“You agree that you will not gain any
ownership interest whatsoever in any
Virtual Item.”

“The Entropia Universe is fitted with an
economy system that enables
Participants to carry out secure
transactions with other Participants”

Everquest II

“YOU PROMISE, THEREFORE, THAT YOU
WILL NEVER ASSERT OR BRING ANY
CLAIM OR SUIT AGAINST SOE, ITS
LICENSOR(S), ANY SONY COMPANY, OR
ANY EMPLOYEES OF ANY OF THE ABOVE,
WHICH IS RELATED TO OR BASED ON
(I) A CLAIM THAT YOU “OWN” ANY
VIRTUAL GOODS IN ANY GAME, (II) A
CLAIM FOR THE “VALUE” OF VIRTUAL
GOODS IF SOE DELETES THEM (AND/OR
TERMINATES YOUR ACCOUNT(S)) IF
YOU OR ANYONE ACTING IN CONCERT
WITH YOU VIOLATES ANY PROVISION
OF THE EXCHANGE AGREEMENT, THIS
AGREEMENT, THE GAME’S RULES OF
CONDUCT, SOE’S TERMS OF SERVICE
AND/OR SOE’S PRIVACY POLICY (ALL
OF WHICH ARE POSTED AT A LINK AT
WWW.EVERQUEST2.COM), (III) A
CLAIM FOR THE “VALUE” OF VIRTUAL
GOODS THAT YOU MAY LOSE IF SOE
DOES ANYTHING THAT IT IS ENTITLED
TO DO PURSUANT TO ANY PROVISION
OF THE EXCHANGE AGREEMENT, THIS
AGREEMENT, THE GAME’S RULES OF
CONDUCT, SOE’S TERMS OF SERVICE
AND/OR SOE’S PRIVACY POLICY, OR
FOR ANY MALFUNCTIONS AND/OR
“BUGS” IN THE GAME, AND/OR (IV) A
CLAIM THAT THE “VALUE” OF ANY
VIRTUAL GOODS HAS INCREASED OR
DECREASED BY VIRTUE OF ANY GAME
MODIFICATION THAT SOE HAS MADE
OR WILL MAKE . ALL OF THE ABOVE
APPLIES WHETHER ON AN EXCHANGE
ENABLED SERVER OR ON A
NON-EXCHANGE ENABLED SERVER.”

“Except in connection with Station
Exchange and subject to all of the
provisions of the Station Exchange
Service Agreement, you may not buy,
sell or auction (or host or facilitate the
ability to allow others to buy, sell or
auction) any Game account, characters,
items, coin or copyrighted material or
any other intellectual property owned or
controlled by us or our licensors without
first obtaining our express written
permission. Certain servers have been
designated as enabled for transactions
through Station Exchange – all such
transactions and eligibility to participate
in them are also governed by the
Station Exchange Service Agreement
(the “Exchange Agreement”).”

IMVU
“The Site includes in-world fictional
currencies (”Currencies” or “Credits” or
“Promo Credits” or “Predits” or “Dev

“You also agree to use IMVU’s
Currencies for all transactions involving
IMVU products or services and related
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Tokens” or “DT”) (all of the foregoing
are “Currencies”), which may be
purchased for real world currency and
can then be exchanged on this Site for
limited license right(s) to use a feature
of our product when, as, and if allowed
by IMVU and subject to the terms and
conditions of these Terms. IMVU may
charge fees for the right to use our
Currencies, or may distribute our
Currencies without charge, in IMVU’s
sole discretion. Regardless of
terminology used, IMVU Currencies are
not redeemable for any sum of real
world money or monetary value from
IMVU at any time. You agree that IMVU
has the absolute right to manage,
regulate, control, modify and/or
eliminate such Currencies as it sees fit
in its sole discretion, in any general or
specific case, and that IMVU will have
no liability to you based on its exercise
of such rights. IMVU Currencies cannot
be used for any kind of wagering,
betting or gambling either within or
outside of our Site.”

use rights and you agree not to create,
employ, or utilize any parallel form of
virtual currency in connection with any
transaction on this Site. IMVU may
allow for free exchange of some, all, or
none of its Currencies via third parties,
but IMVU does not assume any
responsibility associated with your
transactions with such third parties.”

Second Life

“You acknowledge that the Service
presently includes a component of
in-world fictional currency (”Currency”
or “Linden Dollars” or “L$”), which
constitutes a limited license right to use
a feature of our product when, as, and if
allowed by Linden Lab. Linden Lab may
charge fees for the right to use Linden
Dollars, or may distribute Linden Dollars
without charge, in its sole discretion.
Regardless of terminology used, Linden
Dollars represent a limited license right
governed solely under the terms of this
Agreement, and are not redeemable for
any sum of money or monetary value
from Linden Lab at any time. You agree
that Linden Lab has the absolute right to
manage, regulate, control, modify
and/or eliminate such Currency as it
sees fit in its sole discretion, in any
general or specific case, and that Linden
Lab will have no liability to you based
on its exercise of such right.”

“Second Life offers an exchange, called
LindeX, for the trading of Linden
Dollars, which uses the terms “buy” and
“sell” to indicate the transfer of license
rights to use Linden Dollars. Use and
regulation of LindeX is at Linden Lab’s
sole discretion.”

The Sims
Online

“You acknowledge and agree that all
characters created, items acquired and
developed, and content uploaded to the
Game or its website as a result of, or
for, game play are part of the Game
and are the sole intellectual property of
EA.”

“Electronic Arts does not recognize or
condone any outside service that may
be used for the exchange of points,
assets or attributes that you may
accumulate as a result of participating in
the Service or playing your EA game.
This includes the exchange of points or
EA Elite cards on services including
eBay™ or Yahoo!™ Auctions. We don’t
assume any responsibility for, and won’t
support, such transactions. ALWAYS USE
CAUTION WHEN EXCHANGING ASSETS
ON THESE SERVICES!”"While EA
provides a system for transferring
Account ownership for the Game, EA
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and its subsidiaries do not assume any
responsibility for the integrity, content,
community reputation, or any other
element of perceived value regarding
the Account being transferred.”

There.com

“As part of your interactions with the
There Environment, you may acquire,
create, design or modify There Objects,
but you agree that you will not gain any
ownership interest whatsoever in any
There Objects or There Environment,
and you hereby assign to Company all
of your rights, title and interest in any
such There Objects.”

“Trades are transactions between
members involving any items or
Therebucks that are purposely given to
another member (by mutual agreement
between the two involved members).
Trades involve items owned by each
party. Company does not take
responsibility for trade between
members. However, when scams or
fraudulent behavior occurs, Company
may research and take appropriate
action. Trade scams are not permitted
in The There Environment. Members
involved with scamming or fraudulent
trades may have their accounts
suspended temporarily or permanently.

Ultima Online

“You acknowledge and agree that all
characters created, and items acquired
and developed as a result of game play
are part of the Software and Service
and are the sole property of EA.com.”

“You may not use, copy, modify,
sublicense, rent, sell, assign or transfer
the rights or obligations granted to you
in this Agreement, except as expressly
provided in this Agreement. Any
assignment in violation of this
Agreement is void, except that you may
transfer your Account to another person
provided that person accepts the terms
of this Service Agreement”

World of
Warcraft

“All rights and title in and to the
Program and the Service (including
without limitation any user accounts,
titles, computer code, themes, objects,
characters, character names, stories,
dialogue, catch phrases, locations,
concepts, artwork, animations, sounds,
musical compositions, audio-visual
effects, methods of operation, moral
rights, any related documentation,
“applets” incorporated into the
Program, transcripts of the chat rooms,
character profile information, recordings
of games played on the Program, and
the Program client and server software)
are owned by Blizzard or its licensors.”

“You agree that you have no right or
title in or to any such content, including
the virtual goods or currency appearing
or originating in the Game, or any other
attributes associated with the Account
or stored on the Service. Blizzard does
not recognize any virtual property
transfers executed outside of the Game
or the purported sale, gift or trade in
the “real world” of anything related to
the Game. Accordingly, you may not
sell items for “real” money or otherwise
exchange items for value outside of the
Game.”

The Game is the Government

When examining these terms, keep in mind Edward Castronova’s 2002 paper, On Virtual Economies
(.pdf): “[W]hat if the government could simply produce whatever quantities are demanded, at no
cost to itself? If those two acts were possible, then a policy of government price control would be
feasible. And in cyberspace, the coding authority does indeed have the power to create and destroy
any amount of any good, at virtually zero cost. Therefore, as a de facto
government, the coding authority can indeed control prices.”

Those who intend to make their living selling virtual property need to
remember that caution when setting their career goals. Because, one
must bear in mind, the game developers’ job is not providing the fairest
or best online game experience, but selling more games, subscriptions,
accounts, etc.

Second Life
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Second Life, by many accounts the most “lifelike” of the alternative universes followed, is explicit
with the tenor of its money policy. “Linden Lab may charge fees for the right to use Linden Dollars, or
may distribute Linden Dollars without charge, in its sole discretion. Regardless of terminology used,
Linden Dollars represent a limited license right governed solely under the terms of this Agreement,
and are not redeemable for any sum of money or monetary value from Linden Lab at any time. You
agree that Linden Lab has the absolute right to manage, regulate, control, modify and/or eliminate
such Currency as it sees fit in its sole discretion, in any general or specific case, and that Linden Lab
will have no liability to you based on its exercise of such right.”

Entropia Universe

Entropia Universe, which proudly proclaims in the introduction that it is “not a game,” actually does
back its currency (although that is not discussed in the Terms of Service, it is integrated into most of
Entropia Universe’s advertising. MindArk “Evangelist” John Bates confirmed, “MindArk backs the
Entropia Universe’s PED (Project Entropia Dollar) with exchange for US Dollars at a 10 to 1 ratio. That
means if you wish to cash out, Entropia will perform that 10 to
1 US dollar currency exchange, with some nominal
fees/charges added to the transaction.”

This is a unique proposition among the MMOs covered in this
article.

Notably, if the Entropia account is terminated “for cause,”
however, you will not be granted a refund: “In the event that
your Account is locked or terminated, no refund will be
granted. Any delinquent or unresolved issues relating to
former participation must be resolved before MindArk will permit you to have a new Account.”

Yet Entropia does preserve your rights to your account and even the value of your virtual items in the
event of inactivity. “You acknowledge and agree that your Entropia Universe Account will be deemed
inactive if it is not used for a period of three hundred and thirty (330) consecutive days. Upon
verification of your identity, MindArk may, at MindArk’s sole discretion, reactivate your Account. You
further acknowledge and agree that your Entropia Universe Account will be purged if is not used for a
period of five hundred and ten (510) consecutive days. Upon purging your Account, all your item(s)
will be sold for their Trade Terminal (TT) value and the funds will be transferred to the PED balance of
your Account.”

It isn’t directly stated that if your account is terminated you can’t cash out (the language says “you
will not be granted a refund”) but it is fairly evident from this language your currency rights are
different upon “locked or terminated” than if is “unused.”

There.com

There.com is a little stricter in what it will not refund. “In the event that
your account is terminated or canceled, no refund, including any
membership fees, will be granted, except for refunds expressly provided
for in the Discontinuation of Service section below; no online time or other
credits (e.g., points in an online game or any There Objects or Therebucks
purchased, won, or earned) will be credited to you, nor can they be
converted to cash or other form of reimbursement.” In other words, if you
get yourself banned from There.com, the Therebucks you purchased from

There.com stay with the company.

Ultima Online

Ultima Online states succinctly “(c) Rights. You acknowledge and agree that all characters created,
and items acquired and developed as a result of game play are part of the Software and Service and
are the sole property of EA.com.” It seems that the larger game companies, such as E.A. here, and
Sony (Everquest II) use more stock phraseology and uniform claims of rights across all their
“universe of games”. This would be in contrast to Entropia Universe, Second Life, etc. which aren’t
trying to establish copyright claims and defenses across a portfolio of dozens of online games.

Everquest II

The most widely documented “in-game” service for trade is
Sony’s Everquest II “Station Exchange.” Here is an excerpt
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from their incredibly detailed analysis of their first year of business.

When it comes to selling, younger age groups are far
more active; 22-year-olds lead with $45,000 in total
sales this year. The 33-to 37-year-olds still dominate
as an age group, but mainly because they represent
the largest block of sellers. 18-to 22-year-olds, while only 16% of all sellers, are nearly
as active as their older counterparts who dominate when it comes to buying. One likely
reason for this is that 18-to 22-year-olds have more free time to spend playing the
game, and thus gathering virtual goods to resell. Older players, on the other hand, have
less time to devote to the game but more disposable income to use for buying the
virtual goods they need in order to advance.”

It would seem that the argument is almost a “class
war” of types, where some people with “more money
than time” feel a right to improve their game standing
by buying in-game currency for greater wealth. On
the other side are the “purists” who believe that
in-game pursuits should only reflect in-game

triumphs, not purchased by filthy lucre. Second Life would seem to fall more in the first camp, as well
as There.com and Entropia Universe. On the other side, most notably, are Ultima Online and World of
Warcraft by Blizzard.

Blizzard in particular has been very aggressive in pursuing remedies against those who try to use
RMT to improve game standing. Perhaps the spate of bad publicity, especially centered around World
of Warcraft “gold farming,” has helped solidify their attitude. (See Julian Dibbell’s New York Times
article, “The Life of a Chinese Gold Farmer” and accompanying video, and also The Real Price Of
Virtual Gold (video) from MTV.)

I guess the only firm argument that can be made from all of this discussion is that as in the real
world, choose your friends carefully. Before investing your time, effort, heart and soul in an online
game or world, read carefully not only the Terms of Service, but find the forum threads about the
gameplay, and read, read, read. Make certain that the way you want to play a game is the way
that’s encouraged in that games online environment.

After all, if you’re having to go to the last resort to sue a game company to play their game a certain
way, by the time the court decides, it may not seem like a fun game to play anyway.

Further Research and Reference Material

PBS: Media Shift “Virtual Worlds”
http://www.pbs.org/mediashift/2007/10/digging_deeperyour_guide_to_vi.html

US Video Game Cheating (Findlaw News)
http://news.findlaw.com/ap/ht/58/10-02-2007/a7590053fceb4819.html

Sell Virtual Products in Online Games (Entrepreneur Magazine)
http://www.entrepreneur.com/startingabusiness/businessideas/article170750.html

The Unreal Real Estate Boom (Wired Magazine)
http://www.wired.com/wired/archive/11.01/gaming.html

Does Virtual Crime Need Real Justice? (BBC News)
http://news.bbc.co.uk/2/hi/technology/3138456.stm

Jay Moffitt is a Tennessee attorney of two decades experience, obsessively interested in copyright
law. (Tennessee is among the top three most litigious states for copyright and trademark law; thank
you Elvis Presley Enterprises and country music!) He has worked as a software negotiator for a
Fortune 50 company, been certified by Microsoft as an A+ certified computer technician, and built and
maintained a classic films website frequented by visitors from over 50 countries.
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Kwari Wants to Be “Your Virtual Arms Dealer”
Posted By Benjamin Duranske On September 5, 2007 @ 5:17 pm In Contract Law, RMT/RCE, Virtual Law
| 6 Comments

Many debates over the legality of various transactions in virtual worlds and MMO games come down
to this question: is the currency really money? Most of the time, providers load their Terms of
Service with language designed to distance in-world currency from real world currency. One

company, however, appears to be taking a decidedly
different approach. In Kwari, a new first-person shooter that
is now in beta testing, real money changes hands. In fact,
the movement of money from one player to another is the
whole point. So when somebody sneaks up behind you with a
railgun and drops you like a sack of hammers, your real
money becomes his real money, just like that.

The folks that run Kwari are straightforward about the fact
that this is cash you’re playing for. And if their Ayn
Rand-meets-Starship Troopers logo is not enough to convince
you, they lay it all out on their site:

Every time you hit another player in Kwari you make money. Every time you are hit by
another player it costs you. Every shot counts. How much is down to the stake level you
play in. But this is not the only way to win.

Doing damage to yourself, breaking crates, use of certain map features or picking up
additional weapons, pickups and health packs may have a fractional cost attached. This
cost is transferred between a series of jackpots, prizes and awards available in the
game, all of which can be won by any player, regardless of the skill or stake level of
game they prefer to play.

At no point, however does Kwari take any of this money. 100% of the cash generated
through playing the game goes back to the players in the form of prizes.

Wait. 100%? Well, 100% of the cash generated through playing the game. But you can’t exactly
shoot people without bullets, can you? And bullets, my trigger-happy friend, are going to cost you
real money too. Kwari says:

Think of us as your virtual arms dealer – we supply you with ammo (which works in all
weapons) for a fixed cost. Depending on your style of play the amount of ammo you
need will vary.

This whole system, obviously, is not going to appeal to everyone. It not only breaks the magic circle,
it breaks it, then stands back firing cash-fueled rocket-propelled grenades at the pieces until there’s
nothing but a magic smoking crater. Critics are already coming down fairly hard on Kwari following a
post on Joystiq, though the game has some supporters too. Kwari’s developers address the more
obvious issues regarding cheating, team play, and monitoring in advance in the Kwari FAQ and
forums.

That discussion, and VB’s take on the legality of this whole thing, below.

Kwari’s developers say that they’ll keep ad hoc gangs from forming by anonymizing players, that
they’ll match players for tournaments based on formulas that are “not purely based on your
accuracy, or the number of kills you’ve gained, [but] built up from many areas of the game” and that
they’ll use “a suite of Gamemaster tools … to monitor the game and individual players within it in real
time.” But in my experience, people are remarkably creative when there’s money on the line. If the
developers don’t have Kwari running closer to bug-free than anything on the market right now by the
time they go live, their forums will be bloodier than the arena. (While Kwari is in beta, real money
does not change hands.)

Is it legal? It appears so, at least in most U.S. states. As
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long as the underlying game is 100% skill-based, it is
generally legal to run fee-based tournaments. Kwari appears
to be trying to distance themselves even from that model by
selling virtual ammunition. But even if they just charged a
fee, it appears, to me, that they’d likely be fine in most
states.

Common examples of fee-based tournaments from the real
world are pool, dart, golf, and fishing tournaments. And
closer to Kwari’s digital home, Worldwinner.com and similar
sites run skill-based tournaments on the internet on
everything from Chess to solitaire, and have for years.
Though it is obviously a bit self-serving, Worldwinner’s FAQ actually contains a reasonable summary
of the law on this. The states that Worldwinner won’t let users participate from (which would likely be
excluded from participation in Kwari too, if Kwari takes a similarly conservative and seemingly smart
approach) are Arizona, Arkansas, Connecticut, Delaware, Florida, Illinois, Iowa, Louisiana, Maryland,
Montana, South Carolina, South Dakota, Tennessee and Vermont.

There is some debate on the legality of Kwari, even between legal commentators. Law of the Game,
which I frequently agree with, is on a different page this time, and compares Kwari to poker. Based
on that comparison, Law of the Game’s Mark Methenitis finds that Kwari may run afoul of the UIGEA
and appears to believe it will continue to do so until and unless the proposed Skill Game Protection
Act (SGPA) is passed.

I see Mark’s point, but I have to disagree. The SGPA is an attempt to create a carve-out from the
UIGEA for poker, but the “Skill” part of that title is somewhat deceptive. Poker is, at bottom, largely
a game of chance — one might know the odds and be better able to take advantage of that
information than one’s opponents, but it is still a game of chance when that last card falls. While the
SGPA, if passed, would make it clear that Kwari isn’t in violation, I think that unlike poker, there is a
much better argument that games like Kwari are not covered by the UIGEA in the first place. That is
because whatever else might be wrong with it, Kwari does appear to be entirely a game of skill, and
thus outside of the explicit and intended coverage of the UIGEA.

However you come down on the big picture legal issue though, no money changes hands in the beta
— so if you can score a spot, you can check it out guilt-free. I don’t see a lot of cash gaming in my
future, but I put my name on the list anyway. You may want to poke your head in too (where it will
be immediately blown off by an over-caffeinated middle-schooler) if for no other reason, just to see
what kind of an arena the first self-proclaimed “virtual arms dealer” has in store for the gaming
public.

Article printed from Virtually Blind | Virtual Law: http://virtuallyblind.com

URL to article: http://virtuallyblind.com/2007/09/05/kwari-simplifies-rmt/

Copyright © 2007 Virtually Blind - Virtual Law | Legal Issues That Impact Virtual Worlds. All rights reserved. Posts and comments by VB
editors and writers on this site, on other sites, and in virtual worlds are not offered as legal advice and no attorney-client relationship is

formed by these interactions. Posts and comments reflect only the opinion of the author, and do not necessarily represent the opinion of VB's
editor, other contributors, or sponsors.

» Print Kwari Wants to Be “Your Virtual Arms Dealer” | Virtually Blind | ... http://virtuallyblind.com/2007/09/05/kwari-simplifies-rmt/print/

2 of 2 9/17/2009 11:38 AM



- Virtually Blind | Virtual Law - http://virtuallyblind.com -

Chinese Game Company Sued by U.S. Shareholders After Restricting
Gold Farming
Posted By Kenan Farrell On December 4, 2007 @ 7:02 pm In Giant Interactive, Lawsuits, Providers,
Pyramid v. Giant, RMT/RCE, Securities Law, Virtual Law, Virtual Worlds & Games, ZT Online | 4
Comments

Giant Interactive Group Inc. (”Giant”), an online game
developer in China, has become the target of a class action
lawsuit filed in the U.S. District Court for the Southern
District of New York. The suit alleges that Giant lost
subscribers after curbing gold farming activity in its popular
“ZT Online” (aka “Zheng Tu Online”) title, and failed to tell
investors of the decline.

ZT Online, set in the world of ancient China, claims 1.3
million active subscribers and was the most popular online
game in China in 2006.

The lawsuit was filed on November 26 by the law firm of
Coughlin Stoia Geller Rudman & Robbins LLP (”Coughlin Stoia”) on behalf of all persons who
purchased “American Depositary Shares” in Giant between November 1, the date of Giant’s initial

public offering, and November 19, when Giant released a new financial
report.

The complaint (.pdf) alleges that Giant’s IPO Registration Statement filed
with the SEC failed to disclose material information regarding a third-
quarter decrease in average concurrent users (”ACU”) and peak concurrent
users (”PCU”) in ZT Online. In its November 19 financial report, Giant
reported ACU and PCU of 481,000 and 888,000, marking quarterly declines
of 6.6 and 17.2 percent, respectively. However, the numbers used in the
Registration Statement were based on ACU/PCU numbers from the quarter

ending September 30, 2007.

The complaint asserts that Giant was required to disclose
the allegedly material negative registration trend taking
place in the month of October. Giant has attributed the fall
in users to a rule adjustment that increased restrictions on
gold farming. As the Complaint states, gold farming is an
action wherein people play online games so that they can
generate online currency which is then sold on third-party websites for real-world currency. One Fox
News report claims there are hundreds of thousands of gold farmers in China, where gold farming is
an increasingly viable way to make a living.

Commentary

There are several interesting aspects to this story. The lawsuit is based on the alleged
misrepresentation by Giant regarding user numbers, of course. But apparently the Giant investors
feel that gold farming in ZT Online was an important part of their investment, as opposed to the
increasingly popular view that gold farming is damaging to an MMORPG’s economy as a whole (and
thus, the long term health of the game).

This may be reflective of the relatively short-term investment potential in MMORPGs, where the next
big thing may be just around the corner. Indeed, the fact that the one-month downward trend (any
trend prior to September 30 should have been noticed by prudent investors who conducted their due
diligence) has led to this class-action lawsuit further highlights the get-rich-quick mentality.

Giant probably took what it considered the correct action to preserve ZT Online’s economy for the
long term. Whether a little more transparency was required in their actions will be determined by
this lawsuit.
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The suit could also impact how closely other developers of virtual worlds are forced to monitor their
economy and report to shareholders.
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INTRODUCING VIRTUAL WORLDS AND VIRTUAL LAW6

virtual worlds. World of Warcraft, Ultima Online, EverQuest II, Entro-
pia Universe, and Eve Online are all multiplayer online games that 
also qualify as virtual worlds. Moreover, the line between games and 
virtual worlds is eroding, as products like Sony’s Home—a virtual 
world for Sony’s PlayStation 3 game platform—are introduced.5

One final category of virtual worlds is worth special mention 
at the outset: virtual worlds for children. These spaces represent 
the fastest-growing and largest segment of the virtual world mar-
ket.6 One of the most popular, Club Penguin, reported more than 
12 million subscribers (exceeding any non-youth-oriented world or 
game) when it was purchased by Disney in August 2007.7 Mattel’s 
Barbie Girls registered 3 million subscribers during its first two 
months of operation.8 Some of these worlds are designed for chil-
dren as young as very early elementary school.

There are some key differences between virtual worlds for chil-
dren and traditional virtual worlds that are meant for adult users. 
For example, many virtual worlds for children do not allow for the 
creation or ownership of in-world content, in contrast to most main-
stream virtual worlds. Most virtual worlds for children also employ 
much more active content filtering and removal schemes than do 
adult-targeted virtual worlds. Most virtual worlds for children also 
have optional, highly restricted chat controls. Certain legal ques-
tions involving virtual worlds for children will be resolved differ-
ently as well, because the companies running virtual worlds for 
children must comply with information collection laws like the 
1998 Children’s Online Privacy Protection Act, designed to protect 
children from Internet predators. Questions of liability and criminal 
law also, of course, differ when children are involved. These differ-
ences mean that the questions in virtual law arising from virtual 
worlds for children will differ somewhat from those that arise in 
virtual worlds targeted at adults. 

Virtual Law will chiefly focus on virtual worlds for adults, largely 
because most of the legal issues related to virtual worlds come from 
these less-restricted spaces, but readers should bear in mind that 
virtual worlds for children exist and are immensely popular and 
that these spaces also involve some specific legal issues.
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What Is an Avatar and How Do I Get One?

An “avatar” is a visual representation of yourself that you use to 
interact with other users and with the environment in a virtual 
world. It is usually a three-dimensional representation and typi-
cally (though not always) has a humanoid form with arms, legs, 
and a head in roughly the right places. The term originally comes 
from Hindu philosophy, where an “avatar” is the physical manifes-
tation of a higher being in the real world.9 In the virtual world, the 
tables are turned: the “higher being” is the user, and the avatar is 
the user’s digital manifestation in the virtual world.

In most social virtual worlds and multiplayer online games, 
you are presented with a few basic avatar designs when you sign 
up. You will generally be given a choice of a few fairly generic 
humanoid avatars, and you may be able to customize your ava-
tar’s gender, hairstyle, face and body shape, skin tone, and initial 
clothing on the virtual world provider’s website or in your first few 
moments in the virtual world during the sign-up process. In multi-
player games (which are often science fiction- or fantasy-based) 

■■■■■

What Do I Do with an Avatar?

Interact—Your avatar will interact with everyone else in 
the virtual world on your behalf. Your avatar’s appear-
ance will send a message about yourself to the people 
you interact with in a virtual world.

Explore—Your avatar is your eyes and ears in the vir-
tual world. You will use your avatar to explore the 
 environment.

Build—You will use your avatar to manipulate the envi-
ronment. When “you” make something in a virtual world, 
you will do so via your avatar.

What Is an Avatar and How Do I Get One?
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INTRODUCING VIRTUAL WORLDS AND VIRTUAL LAW8

you will also generally choose a “race” (e.g., elf, human, orc) and a 
number of traits and skills that control your character’s initial abili-
ties and appearance. You may have some options for customizing 
the look of your character/avatar as well.

Once you have an avatar, what do you do with it? In free-form 
virtual worlds, you will use your avatar in several ways: to repre-
sent yourself to other users, to communicate with other users, to 
manipulate the environment, and to participate in interactive con-
tent. In games, you’ll be doing all of that, but you’ll also be using 
your avatar/character to accomplish game tasks.

In both games and free-form virtual worlds, one of your avatar’s 
primary roles will be to represent you to other users. Your ava-
tar will do this whether or not you intend it. Though the unwrit-
ten rules of appearance in virtual worlds are vastly different from 
those in the real world (see Chapter 14: Establishing a Professional 
Virtual World Presence), you should be aware that everyone who 
is participating in a virtual world will inevitably judge you by the 
choices you make regarding the appearance of your avatar, just as 
people are inevitably judged by the choices they make regarding 
their real-life appearance. If a user chooses a photorealistic avatar 
that looks exactly like he does, that sends one message. If the user 
chooses a relatively nondescript avatar, or chooses not to modify 
the base avatar significantly, that sends another. Choosing an ava-
tar with exaggerated features or a nonhuman avatar will send a dif-
ferent signal as well.

Hairstyles, the appearance of makeup, and clothing are also 
typically user-selectable. For better or worse, just as in the real 
world, presenting yourself as an avatar with a green-tipped blond 
mullet, theatrical Kabuki makeup, and an orange jumpsuit will say 
something different to people you interact with than will showing 
up as an avatar with a pageboy cut, business-appropriate makeup, 
and a tailored suit. Neither is “better” than the other, and, in some 
situations, the former will actually appear far less out of place than 
the latter, but it is important to remember that the choices you 
make regarding your avatar’s appearance will send a message to 
everyone you interact with; you should make sure it is the message 
you want to send.
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INTRODUCING VIRTUAL WORLDS AND VIRTUAL LAW14

Potter film that personally reached 15,000 members of the mar-
keting company’s target demographic in seven days.18 But overall, 
companies have struggled to find a way to interact with and take 
advantage of this new medium. Wagner James Au, a commentator 
who writes on Second Life, observes that “the top ten corporate 
sites were attracting about 40,000 weekly visits” during June 2007 
and says that “[c]orporate marketing in Second Life fails when it 
doesn’t serve or celebrate the community, or refuses to integrate 
its greatest virtues.”19 The space is new, and just as companies 
struggled to use the web in its early days,20 some are struggling 
with this new medium. As time goes on, companies will find ways to 
use virtual worlds for advertising, lead generation, product sales, 
and market positioning, just as they have learned to use the web.

What Is Virtual Law?

Virtual law is like “Internet law,” in that it refers to a wide body 
of generally preexisting law that is applied somewhat differently 
in a new context. In fact, much of what we think of as “Internet 
law” applies to virtual worlds. In sum, virtual law is the statutory 
and case law that impacts virtual worlds and the application of 
that law to these spaces. It also refers to the internal governance 
structures that are beginning to appear in some virtual worlds 
(such as community “court” systems, mediation programs, and 
private organizations with contract-based codes of conduct) to 
the degree that those mimic, draw on, and sometimes interact 
with “real-world” law. Virtual law includes aspects of civil proce-
dure, constitutional law, contract law, copyright law, criminal law, 
tort law, patent law, property law, publicity law, securities law, 
tax law, trade secret law, trademark law, international law, and 
Internet law. In each area, questions similar to those that arise in 
relation to real-world activity arise when law is applied to activ-
ity that takes place in virtual worlds, though with different, some-
times surprising, implications.

Because virtual worlds are designed to mirror the real world, 
many of the same problems that require attorneys in the real world 
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arise in virtual worlds as well. Users (via their avatars) form and 
break contracts, create works of art, invent new technologies, make 
money, lose money, buy and develop virtual property, create new 
brands, defraud each other, defame each other, steal from each 
other, and attack each other. Though many of these acts are clearly 
covered by existing laws, fundamental differences between virtual 
worlds and the real world leave the application of these laws to 
in-world activity fraught with uncertainty. New laws may be writ-
ten to specifically cover activity that takes place in virtual worlds, 
but more often, particularly in the short term, existing laws will 
be interpreted to cover in-world activities. A few cases are already 
reaching the courts.

One case, which settled shortly before Virtual Law went to 
press, was poised to determine whether Second Life creator Lin-
den Lab’s advertisement that users could “own virtual land” really 
was an offer of ownership of property in a traditional sense, and 
whether a user’s purchase of undervalued land by manipulat-
ing web addresses amounted to a crime under California’s Penal 
Code.21 Another case, a copyright action filed in the Middle District 
of Florida, recently established content creators’ ability to bring 
suit against a defendant who was identified in the original com-
plaint only by the name of his avatar.22 Game-based worlds raise dif-
ferent questions. For example, a class action suit was filed in 2007 
in the Southern District of Florida on behalf of World of Warcraft 
players against a company that allegedly sold that game’s currency 
to players for real money, in violation of World of Warcraft’s Terms 
of Service.23

As this first edition of Virtual Law goes to press, there are many 
more questions than answers. Will a real-world lawsuit help clar-
ify the status of digital property? Will criminal charges result from 
in-world activity? Will someone’s in-world private legal system 
become the de facto dispute resolution standard? Will attorneys 
practicing law in-world get in trouble with real-world ethics bod-
ies? Will someone bring a civil suit for emotional distress inflicted 
by an avatar? As more people create avatars and begin using virtual 
worlds, these questions will inevitably arise, and virtual law will 
just as inevitably become part of the modern legal landscape.

What Is Virtual Law?
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INTRODUCING VIRTUAL WORLDS AND VIRTUAL LAW16

Open Questions on the Future of Virtual Law

1. As virtual worlds become more specialized, what new legal 
questions will appear?

2. What features are most important to make virtual worlds 
business and law friendly?

3. Do business-oriented and play-oriented virtual worlds need 
separate environments?

4. What particular skills do attorneys practicing virtual law 
need, and how can law schools prepare students for this 
specialization?
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Introducing Virtual 
Worlds and Virtual 


Law


What Are Virtual Worlds?


If you ask ten people who participate in virtual 
worlds to tell you what a virtual world is, you will 
get ten different answers. The lawyer with an office 
in a virtual world will tell you virtual worlds are 
tools that let him stay in touch with high-tech cli-
ents. The CEO of a brick-and-mortar company trying 
to find a foothold in the virtual space will say virtual 
worlds are the new World Wide Web and will cite 
Gartner’s prediction that eighty percent of all Inter-
net users will have a presence in a virtual world by 
2011.1 A technology writer will tell you that virtual 
worlds provide a glimpse into the next major com-
puting interface evolution. A college-age game player 
will tell you that she uses virtual worlds to do “real 
money” transactions for virtual goods. The marketing 


1


1
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director who is running a person-to-person “buzz” campaign for 
a new movie will talk about virtual worlds’ unparalleled potential 
for personal communication. A digital artist will tell you that vir-
tual worlds are fantastic platforms for distributing his artwork. A 
musician will tell you about her live concerts on “the grid.” A stay-
at-home mom who has taught herself to “script” in virtual worlds 
will explain how she makes thousands of dollars a month in 
microtransactions selling tiny programs she writes to other users. 
A virtual land baron will tell you how he supplements his real-
world income renting virtual homes and offices. Each description 
reveals a different experience, and each experience raises serious 
legal questions in the emerging field of virtual law.


Although these examples illustrate that different users experi-
ence different aspects of virtual worlds, closer examination of what 
they are doing reveals three constants. First, all virtual worlds are 
computer-based simulated environments, as opposed to just pro-
grams. They look like a “place,” sometimes a real place, sometimes 
a fanciful one, but always a visual environment. Second, all are 
designed to be populated by “avatars”—visual representations of 
virtual world users. And third, all virtual worlds allow for communi-
cation between users, either by text, via the keyboard, or by voice, 
using a microphone.


From a legal perspective, two additional attributes of most 
(though not all) virtual worlds are also important: persistence 
of user-created content, and a “real money” market for in-world 
items.


INTRODUCING VIRTUAL WORLDS AND VIRTUAL LAW2


■■■■■


What Is a Virtual World?


All are computer-based simulated environments.


All are designed to be populated by “avatars.”


All allow for communication between users.


Most offer persistence of user-created content.


Many offer functional economies.
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 Persistence of user-created content is a feature of almost all 
non-youth-oriented mainstream social virtual worlds. It means that 
if I create something in the world and then I log out and turn off 
my computer, the thing I created will stay there so that others can 
see it and interact with it when I am not online. In other words, 
what one user does can impact another user’s subsequent experi-
ences, even if the first user is no longer logged in to the virtual 
world. It is tempting to include this as a requirement for “virtual 
world” status, but doing so eliminates some game-based spaces 
that raise interesting legal questions. The twenty-four-hour-a-day 
population of these places via social structures such as “guilds” 
gives them a comparable sense of permanence, however, which 
can be said to replace the persistent user-created content that 
typically exists in social virtual worlds.


What Are Virtual Worlds? 3


■■■■■


 What Hardware Do I Need to Use in a Virtual World?


Computer—Most modern computers can run most vir-
tual worlds and many multiuser games. However, some 
laptops—particularly business-oriented laptops without 
dedicated graphics cards—have trouble with the more 
graphically intense worlds like Second Life, and with more 
recent games. There.com (a social virtual world with fairly 
restricted content creation ability) and Ultima Online (a 
game with many virtual world attributes) will run on nearly 
every desktop and laptop computer manufactured in the 
last few years. Not all virtual worlds and games run under 
the Mac and Linux operating systems, though many do.


Keyboard/Mouse—Most users of both virtual worlds and 
games prefer a conventional keyboard/mouse combina-
tion to any other form of input device.


Microphone—Many virtual worlds offer voice communi-
cation. Most users find that a headset or earphones with 
an attached microphone is the most practical way to use 
voice features.
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INTRODUCING VIRTUAL WORLDS AND VIRTUAL LAW


“Real money trade” (RMT) of virtual goods for real-life currency 
is also a feature of many virtual worlds and multiplayer games. 
Sometimes, as in the popular social virtual world Second Life, an 
exchange is created by the company that runs the world where the 
in-world currency (“Linden Dollars” or “Lindens” in the case of Sec-
ond Life) can be bought and sold. Some games, like Entropia Uni-
verse, also feature RMT. Other virtual worlds and games specifically 
disallow RMT under the Terms of Service that users must agree to 
when they first sign up or log in. Even where RMT is prohibited by 
contract, however, thriving black markets exist. One estimate places 
the worldwide value of RMT at more than US$2 billion per year.2


In sum, for the purposes of our exploration of virtual law, vir-
tual worlds are all avatar-based simulations where user alterations 
of the physical, social, or economic environment of the world are 
persistent. Virtual Law will examine a few games and worlds that 
do not have persistent content or RMT in relation to specific legal 
questions, but will focus mainly on virtual worlds and games that 
meet the preceding definition.


What Do You Call “Virtual Worlds”?


No real consensus yet exists on what these spaces should be 
called, although “virtual worlds,” as the term is used herein, is 
currently the most common phrase. Some commentators have 
urged the use of the term “networked virtual environments” 
rather than “virtual worlds”3 (which has a certain business and 
professional appeal), but “virtual worlds” is now used at a rate of 
20 to 1 over “networked virtual environments” on the web, and 
it appears to be the term that will stick.4 “Virtual reality” is also 
occasionally used, but that term generally refers to the interface 
between the user and the environment, and typically involves 
complex hardware that is not generally available to consumers. 
Much of the current advances in “virtual reality” equipment are in 
the fields of commercial-grade flight simulators and military train-
ing equipment. In the long run, convergence between “virtual real-
ity” equipment and “virtual worlds” is likely, but at the moment, 
the terms describe different things. The term “synthetic worlds” 
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is also used by some commentators, and although it may well be 
more accurate, it also is not used as widely as “virtual worlds.”


In any case, the terminology is of more concern to writers than 
it is to virtual world users, who happily log in to these spaces to 
run businesses, slay dragons, make conference calls, discover 
new music, and chat with old friends—all without caring whether 
they are entering virtual reality, playing a multiplayer online game, 
using a networked virtual environment, or participating in a virtual 
world.


What Kinds of Virtual Worlds and Games Exist?


As virtual worlds are still, to a degree, in their infancy, the mar-
ketplace is changing rapidly. As this edition of Virtual Law goes to 
press, examples of general interest or social virtual worlds include 
Second Life, There.com, Active Worlds, and The Sims Online (the 
last also involves game-play components). Special interest virtual 
worlds dedicated to a particular experience, typically entertain-
ment, also exist. These include Kaneva (focusing on entertain-
ment generally) and vSide (focusing on music). All these worlds, 
with the exception of The Sims Online, are essentially “free-form” 
virtual worlds. That is, there are no goals to achieve, points to 
accumulate, or levels to unlock. Though there are many game-
like features to social virtual worlds, they are not, in a traditional 
sense, games. In fact, users of social virtual worlds often bristle at 
game terminology, particularly at being called “players” or having 
their virtual worlds referred to as “games.”


Games should not be excluded from this discussion, however. 
Many multiplayer online games share key characteristics with vir-
tual worlds, and many of the legal questions that apply to virtual 
worlds apply equally to multiplayer online games. For the purposes 
of examining questions related to virtual law, multiplayer games 
should be considered “virtual worlds” to the extent that they fit the 
rest of the requirements for these spaces. That is, if they are  avatar-
based computer-simulated environments that allow for communi-
cation between users, they are for our purposes virtual worlds, 
and they will be governed by the same legal principles that govern 


What Kinds of Virtual Worlds and Games Exist? 5
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virtual worlds. World of Warcraft, Ultima Online, EverQuest II, Entro-
pia Universe, and Eve Online are all multiplayer online games that 
also qualify as virtual worlds. Moreover, the line between games and 
virtual worlds is eroding, as products like Sony’s Home—a virtual 
world for Sony’s PlayStation 3 game platform—are introduced.5


One final category of virtual worlds is worth special mention 
at the outset: virtual worlds for children. These spaces represent 
the fastest-growing and largest segment of the virtual world mar-
ket.6 One of the most popular, Club Penguin, reported more than 
12 million subscribers (exceeding any non-youth-oriented world or 
game) when it was purchased by Disney in August 2007.7 Mattel’s 
Barbie Girls registered 3 million subscribers during its first two 
months of operation.8 Some of these worlds are designed for chil-
dren as young as very early elementary school.


There are some key differences between virtual worlds for chil-
dren and traditional virtual worlds that are meant for adult users. 
For example, many virtual worlds for children do not allow for the 
creation or ownership of in-world content, in contrast to most main-
stream virtual worlds. Most virtual worlds for children also employ 
much more active content filtering and removal schemes than do 
adult-targeted virtual worlds. Most virtual worlds for children also 
have optional, highly restricted chat controls. Certain legal ques-
tions involving virtual worlds for children will be resolved differ-
ently as well, because the companies running virtual worlds for 
children must comply with information collection laws like the 
1998 Children’s Online Privacy Protection Act, designed to protect 
children from Internet predators. Questions of liability and criminal 
law also, of course, differ when children are involved. These differ-
ences mean that the questions in virtual law arising from virtual 
worlds for children will differ somewhat from those that arise in 
virtual worlds targeted at adults. 


Virtual Law will chiefly focus on virtual worlds for adults, largely 
because most of the legal issues related to virtual worlds come from 
these less-restricted spaces, but readers should bear in mind that 
virtual worlds for children exist and are immensely popular and 
that these spaces also involve some specific legal issues.
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What Is an Avatar and How Do I Get One?


An “avatar” is a visual representation of yourself that you use to 
interact with other users and with the environment in a virtual 
world. It is usually a three-dimensional representation and typi-
cally (though not always) has a humanoid form with arms, legs, 
and a head in roughly the right places. The term originally comes 
from Hindu philosophy, where an “avatar” is the physical manifes-
tation of a higher being in the real world.9 In the virtual world, the 
tables are turned: the “higher being” is the user, and the avatar is 
the user’s digital manifestation in the virtual world.


In most social virtual worlds and multiplayer online games, 
you are presented with a few basic avatar designs when you sign 
up. You will generally be given a choice of a few fairly generic 
humanoid avatars, and you may be able to customize your ava-
tar’s gender, hairstyle, face and body shape, skin tone, and initial 
clothing on the virtual world provider’s website or in your first few 
moments in the virtual world during the sign-up process. In multi-
player games (which are often science fiction- or fantasy-based) 


■■■■■


What Do I Do with an Avatar?


Interact—Your avatar will interact with everyone else in 
the virtual world on your behalf. Your avatar’s appear-
ance will send a message about yourself to the people 
you interact with in a virtual world.


Explore—Your avatar is your eyes and ears in the vir-
tual world. You will use your avatar to explore the 
 environment.


Build—You will use your avatar to manipulate the envi-
ronment. When “you” make something in a virtual world, 
you will do so via your avatar.


What Is an Avatar and How Do I Get One?
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you will also generally choose a “race” (e.g., elf, human, orc) and a 
number of traits and skills that control your character’s initial abili-
ties and appearance. You may have some options for customizing 
the look of your character/avatar as well.


Once you have an avatar, what do you do with it? In free-form 
virtual worlds, you will use your avatar in several ways: to repre-
sent yourself to other users, to communicate with other users, to 
manipulate the environment, and to participate in interactive con-
tent. In games, you’ll be doing all of that, but you’ll also be using 
your avatar/character to accomplish game tasks.


In both games and free-form virtual worlds, one of your avatar’s 
primary roles will be to represent you to other users. Your ava-
tar will do this whether or not you intend it. Though the unwrit-
ten rules of appearance in virtual worlds are vastly different from 
those in the real world (see Chapter 14: Establishing a Professional 
Virtual World Presence), you should be aware that everyone who 
is participating in a virtual world will inevitably judge you by the 
choices you make regarding the appearance of your avatar, just as 
people are inevitably judged by the choices they make regarding 
their real-life appearance. If a user chooses a photorealistic avatar 
that looks exactly like he does, that sends one message. If the user 
chooses a relatively nondescript avatar, or chooses not to modify 
the base avatar significantly, that sends another. Choosing an ava-
tar with exaggerated features or a nonhuman avatar will send a dif-
ferent signal as well.


Hairstyles, the appearance of makeup, and clothing are also 
typically user-selectable. For better or worse, just as in the real 
world, presenting yourself as an avatar with a green-tipped blond 
mullet, theatrical Kabuki makeup, and an orange jumpsuit will say 
something different to people you interact with than will showing 
up as an avatar with a pageboy cut, business-appropriate makeup, 
and a tailored suit. Neither is “better” than the other, and, in some 
situations, the former will actually appear far less out of place than 
the latter, but it is important to remember that the choices you 
make regarding your avatar’s appearance will send a message to 
everyone you interact with; you should make sure it is the message 
you want to send.
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Beyond physical appearance, even the way an avatar moves 
can send a message. Some virtual worlds let users create custom 
animations. If a user buys or creates walking animations that make 
her avatar move like a candidate for office, that sends one message. 
Selecting animations that make one’s avatar move like a baboon, a 
superhero, or a cowboy sends another.


It is, at bottom, all a matter of personal choice, but you need 
to be aware that people will undeniably pay attention—either con-
sciously or subconsciously—to every aspect of the appearance of 
your avatar. Happily, most virtual worlds make changing avatar 
shapes, dress, skin, hairstyle, and movement animations very sim-
ple. The decisions you make initially are generally not permanent, 
and it is very likely that you will change the appearance of your 
avatar many times as you learn more about virtual worlds.


You will also interact with other users via your avatar. In virtual 
worlds, when you type something and hit enter, everyone within 
a certain distance of your avatar sees the text you typed. You are, 
essentially, “talking” via your avatar. If you are using a microphone 
to communicate using voice, the same applies. Users whose ava-
tars are within a certain distance of your avatar will be able to hear 
you speak, while users beyond that distance will not. As discussed 
in greater detail later, confidentiality of communication is largely 
illusory in many virtual worlds.


Manipulation of the environment on your behalf is also the job 
of your avatar. Your avatar acts as your proxy in a virtual world. 
So, if you want to build a house, you’ll usually start by clicking a 
button that causes your avatar to appear to make an object in the 
world. If you want a brick wall, you’ll stretch the object to wall size, 
then paint it with a brick pattern. Want to plant a tree? You’ll take 
one from your avatar’s inventory and stick it in the virtual ground. 
Although you are controlling all of this, of course, on the screen it 
appears that your avatar is doing the work. And if you need to get 
a better perspective on your project, you just move your avatar to 
a better vantage point.


Finally, you participate in the virtual world using your ava-
tar. Exploring means moving your avatar around, either under his 
own power (by walking, running, or, in some worlds, flying), by 


What Is an Avatar and How Do I Get One?
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“teleporting” (using a common software feature to move instantly 
from one location to another), or in a virtual vehicle. Once you find 
something that looks interesting, you interact with it using your 
avatar. Many social virtual worlds are composed at least partly of 
user-created content. If you want to try out a user-created roller 
coaster, you have to sit down in the seat using your avatar. If you 
are making a presentation to a group, you’ll want to have your ava-
tar appear to stand at a podium at the front of the auditorium. If 
you want to go shopping for some new clothes for your avatar, 
you’ll need to have your avatar visit the virtual mall.


Although you can typically customize your appearance in free-
form virtual worlds at will, there is one choice that you make at 
sign-up that is usually not reversible: your avatar’s name. Some vir-
tual worlds allow you greater control over your name than others. 
For example, There.com currently allows you to choose any name 
you like as long as it does not violate the site’s Terms of Service and 
has not been taken by another user. On the other hand, Second Life 
allows you to select anything you like for a first name, but requires 
you to pick from a set of preapproved last names (making it impos-
sible for most people to use their real name as an avatar’s name). 
Linden Lab has said that it intends to allow Second Life users to 
select customized names for their avatars for a fee, but as of the 
publication of Virtual Law, no timetable has been set.


Whether you choose to associate your real name with your vir-
tual world identity is up to you. For now, a substantial majority of 
virtual world avatars are pseudonymous—that is, the avatar is not 
publicly tied to a real identity. Both social custom and the Terms 
of Service for most virtual worlds prohibit “outing” an avatar. Many 
users, however—including the author of Virtual Law—do publicly 
associate their real identities with their virtual world avatars, and 
as more people arrive who use virtual worlds professionally, more 
avatars will be associated with real-world identities. Some services, 
like Second Life, are even introducing identity verification, whereby 
a third-party service will verify a user’s identity and, thus, allow 
that user to assure other users that her avatar represents a real 
person with verifiable information on file with the provider. This 
may be particularly useful for professionals who wish to use virtual 
worlds for business and academic purposes.
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What Should I Expect in a Virtual World?


There is no requirement that virtual worlds look anything like the 
real world, but most do. Because of this, when you log in to a vir-
tual world for the first time, the experience is closer to visiting a 
foreign country (albeit one with some very strange customs and 
technology) than being dropped off on a new planet.


You’ll have to adjust to some serious differences—for example, 
in some virtual worlds your avatar can fly, and, in others, you may 
find yourself in a conversation with a purple tiger wearing a tux-
edo—but generally, once you figure out how the interface works, 
the world will behave at least roughly as you expect it to. You will 
generally see a sky above your avatar and ground below. You will 
generally see a number of other avatars around you, some of whom 
are just as new as you are. There will typically be buildings (some 
user-created, some created by the people who run the virtual 
world), and there will often be signs in the area in which you ini-
tially appear explaining what you should do next. Movement within 
a virtual world typically involves either clicking where you want to 
go with the mouse or using keys on the keyboard, usually either the 
arrow keys, the numeric keypad, or the A, S, D, and W keys (these 
keys form an inverted T where your left hand naturally falls on the 
keyboard).


Because all virtual worlds are different, it is hard to generalize 
exactly what you will find, but there’s usually some kind of obvious 
orientation system, and you should try to participate in that if you 
can find it. You can always just play with the interface yourself as 
well. Common interface features of virtual worlds include a map 
that shows you where your avatar is in relation to the rest of the 
world, an inventory window that shows you a list of the items in 
your avatar’s possession, an appearance window that allows you to 
modify the physical appearance of your avatar, and an object cre-
ation window containing tools that you use to create objects within 
the virtual world environment.


A few books exist that can give you an introduction to virtual 
worlds, but the best way to put this area of law in context is to visit 
a virtual world and get yourself an avatar. In fact, participating in 
a virtual world is essentially a prerequisite to really understanding 


What Should I Expect in a Virtual World
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much of what this book will discuss. The marketplace is incredibly 
dynamic, but as this book goes to press, Second Life is the most 
popular free-form virtual world, and World of Warcraft is the most 
popular game. Both appear likely to retain those positions for at 
least the near future. If your interest is primarily in free-form virtual 
worlds, you can download the Second Life software from http://
secondlife.com, register on the website (it is free), choose a name 
for your avatar, and you will be exploring the environment in a mat-
ter of minutes. If you’d like to see what the gaming side of virtual 
worlds looks like, most (including the popular World of Warcraft) 
offer a free trial.


Once you arrive with your shiny new avatar, you will find that 
there are many resources in virtual worlds for new users, though 
they are not always easy to find. Often more immediately helpful 
are other users, who are generally happy to lend a hand and answer 
new users’ polite questions.


How Do People Use Virtual Worlds?


People use virtual worlds for many purposes. By far the most 
popular in-world activity is shopping.10 Other popular activi-
ties include exploring; chatting with friends; listening to music 
(often accompanied by animated avatar “dancing”); and creating 
new objects, buildings, and items in the virtual world. All these 
activities, even shopping, are usually done with other people. It is 
actually somewhat uncommon to see a lone avatar; most people 
who enter virtual worlds do so to interact with other users. This 
makes virtual worlds highly social spaces and well suited for col-
laborative projects.


Collaboration takes many forms, from art projects to business 
formation to education. Because so much of virtual world content 
in many virtual worlds is user-created, and because virtual worlds 
are still relatively young, there’s a lot to do. It sometimes feels a bit 
like the Wild West likely felt, with people creating everything from 
scratch-built government and justice systems to railroads to com-
mercial districts to art installations. Most virtual worlds have the 
ability to create “groups,” guilds, or “clubs,” so you can easily meet 
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people with similar interests and find ongoing projects that are a 
good fit for your skills.


How Do Companies Use Virtual Worlds?


There are two kinds of businesses in virtual worlds: small busi-
nesses that have grown up organically in these spaces, and big-
ger companies that are trying to establish their own virtual world 
presences. Although much will change over the next few years, 
the markedly different early results experienced by these two 
groups help illustrate, and are somewhat explained by, their dif-
ferent approaches.


Many in-world small businesses are succeeding by selling user-
created content to other users, by renting virtual land to other 
users, and by selling services in-world.11 In short, they succeed 
by providing opportunities for people to spend money doing the 
things that top the most popular activities list: shopping and social-
izing. According to Linden Lab’s CEO Philip Rosedale, nearly one 
thousand Second Life users were making more than US$1000 each 
month in-world as of August 2007.12 One user, Ailin Graef (better 
known as Second Life avatar “Anshe Chung”), is famous for hav-
ing a net worth of more than US$1 million, made entirely from 
profits earned inside virtual worlds, mainly from real estate and 
content creation.13 Alyssa LaRoche, better known as Second Life 
avatar “Aimee Weber,” has written a book on content creation in 
Second Life under her avatar’s name and runs a successful design 
studio. Weber even registered a trademark on her avatar’s distinc-
tive appearance—a green tutu, pigtails, blue butterfly wings, zebra-
striped kneesocks, and stompy boots.14


On the other hand, some bigger businesses that primarily exist 
outside virtual worlds have struggled to find success in-world.15 
Many have begun to find niches—for example, Coca-Cola ran a well-
received contest encouraging users to create Coca-Cola–branded 
vending machines,16 and MTV has partnered with There.com on 
several significant projects, including Virtual Laguna Beach and Vir-
tual Hills.17 A few mainstream companies have had unmitigated suc-
cesses, such as a 2007 promotion for the IMAX version of a Harry 


How Do Companies Use Virtual Worlds?
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Potter film that personally reached 15,000 members of the mar-
keting company’s target demographic in seven days.18 But overall, 
companies have struggled to find a way to interact with and take 
advantage of this new medium. Wagner James Au, a commentator 
who writes on Second Life, observes that “the top ten corporate 
sites were attracting about 40,000 weekly visits” during June 2007 
and says that “[c]orporate marketing in Second Life fails when it 
doesn’t serve or celebrate the community, or refuses to integrate 
its greatest virtues.”19 The space is new, and just as companies 
struggled to use the web in its early days,20 some are struggling 
with this new medium. As time goes on, companies will find ways to 
use virtual worlds for advertising, lead generation, product sales, 
and market positioning, just as they have learned to use the web.


What Is Virtual Law?


Virtual law is like “Internet law,” in that it refers to a wide body 
of generally preexisting law that is applied somewhat differently 
in a new context. In fact, much of what we think of as “Internet 
law” applies to virtual worlds. In sum, virtual law is the statutory 
and case law that impacts virtual worlds and the application of 
that law to these spaces. It also refers to the internal governance 
structures that are beginning to appear in some virtual worlds 
(such as community “court” systems, mediation programs, and 
private organizations with contract-based codes of conduct) to 
the degree that those mimic, draw on, and sometimes interact 
with “real-world” law. Virtual law includes aspects of civil proce-
dure, constitutional law, contract law, copyright law, criminal law, 
tort law, patent law, property law, publicity law, securities law, 
tax law, trade secret law, trademark law, international law, and 
Internet law. In each area, questions similar to those that arise in 
relation to real-world activity arise when law is applied to activ-
ity that takes place in virtual worlds, though with different, some-
times surprising, implications.


Because virtual worlds are designed to mirror the real world, 
many of the same problems that require attorneys in the real world 
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arise in virtual worlds as well. Users (via their avatars) form and 
break contracts, create works of art, invent new technologies, make 
money, lose money, buy and develop virtual property, create new 
brands, defraud each other, defame each other, steal from each 
other, and attack each other. Though many of these acts are clearly 
covered by existing laws, fundamental differences between virtual 
worlds and the real world leave the application of these laws to 
in-world activity fraught with uncertainty. New laws may be writ-
ten to specifically cover activity that takes place in virtual worlds, 
but more often, particularly in the short term, existing laws will 
be interpreted to cover in-world activities. A few cases are already 
reaching the courts.


One case, which settled shortly before Virtual Law went to 
press, was poised to determine whether Second Life creator Lin-
den Lab’s advertisement that users could “own virtual land” really 
was an offer of ownership of property in a traditional sense, and 
whether a user’s purchase of undervalued land by manipulat-
ing web addresses amounted to a crime under California’s Penal 
Code.21 Another case, a copyright action filed in the Middle District 
of Florida, recently established content creators’ ability to bring 
suit against a defendant who was identified in the original com-
plaint only by the name of his avatar.22 Game-based worlds raise dif-
ferent questions. For example, a class action suit was filed in 2007 
in the Southern District of Florida on behalf of World of Warcraft 
players against a company that allegedly sold that game’s currency 
to players for real money, in violation of World of Warcraft’s Terms 
of Service.23


As this first edition of Virtual Law goes to press, there are many 
more questions than answers. Will a real-world lawsuit help clar-
ify the status of digital property? Will criminal charges result from 
in-world activity? Will someone’s in-world private legal system 
become the de facto dispute resolution standard? Will attorneys 
practicing law in-world get in trouble with real-world ethics bod-
ies? Will someone bring a civil suit for emotional distress inflicted 
by an avatar? As more people create avatars and begin using virtual 
worlds, these questions will inevitably arise, and virtual law will 
just as inevitably become part of the modern legal landscape.


What Is Virtual Law?
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Open Questions on the Future of Virtual Law


1. As virtual worlds become more specialized, what new legal 
questions will appear?


2. What features are most important to make virtual worlds 
business and law friendly?


3. Do business-oriented and play-oriented virtual worlds need 
separate environments?


4. What particular skills do attorneys practicing virtual law 
need, and how can law schools prepare students for this 
specialization?
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